
 

 
 

 

 

 

 





1  Risk Management Framework  

Risk Management 
Framework 

 

 

 
Context 
▪ Typical Example of Risk Management 

 
Mandate and commitment to 

risk management 

The Board (Board) has ultimate responsibility for ensuring the 

organisation has a framework in place to manage risk. The 

Board’s commitment to risk management is reflected through the 

establishment of, and investment in the Perpetual Risk Group, 

which is led by the Chief Risk Officer. The Chief Risk Officer has 

the mandate to design and implement an Enterprise Risk 

Management Framework (RMF). This commitment is further 

demonstrated by the formation of the Audit, Risk & Compliance 

Committee (ARCC), a Board Committee, which has responsibility 

for overseeing the design and effectiveness of the RMF. 

The Board’s expectations regarding the consideration of risk in 

decision making processes and expected behaviours are further 

detailed in the following: 

Risk Appetite Statement: Outlines a series of risk 

boundaries and minimum expectations to be taken into account 

by management when making key strategic decisions. The 

considerations are aligned with Company seven specific 

risk categories. These categories of risk are defined later in 

this framework. 

Risk Culture Program: Describes the Board and management’s 

view of what an effective risk culture looks like. At a high level 

this is a culture that is both risk aware and responsive. The Risk 

Culture Program is supported through a number of initiatives 

including the Risk Training Program and the establishment of a 

common Risk Goal for all employees whose performance against 

this goal is assessed on an annual basis. 
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Risk management roles 
and responsibilities 

 

 

As described, the Board has delegated day to day responsibility 

for the design and maintenance of the RMF to the Risk Group. 

The Risk Group is led by the Chief Risk Officer and comprises the 

following teams: 

Risk & Compliance: Responsible for the design and 

maintenance of the RMF. It provides the framework, tools, 

advice and assistance which enables business units and 

management to effectively identify, assess and manage risk; 

and through monitoring, provides key boards, committees and 

management with a view of the effectiveness and efficiency of 

risk management through regular risk reporting. 

Internal Audit: Provides independent, objective assurance 

to the Board, the ARCC and management regarding the 

effectiveness of the internal control environment. Internal Audit 

also provides control related consulting services designed to 

improve Company operations, helping to assess whether 

there is an appropriate balance between risk and control, 

in line with Company risk appetite. The function aims to 

help the organisation achieve its strategic objectives by 

bringing a systematic, disciplined approach to evaluate and 

improve the effectiveness of risk management, control and 

governance processes. 

Perpetual Legal: Provides timely and commercially focused legal 

advice to business units, to ensure the organisation’s legal risk is 

effectively managed. 

Management: Holds primary responsibility for risk management 

at Perpetual within the business units. Management is 

responsible for identifying, analysing, managing and controlling, 

monitoring and reporting risks within the business and are 

therefore a key part of the organisation’s RMF. Ultimately 

management have day to day responsibility for ensuring that all 

risks under their control are effectively managed. Risk issues are 

required to be reported through to the Risk Group so as to allow 

appropriate risk oversight. 

 

Roles and Responsibilities are reflected in the diagram below: 
 

 

 

 

 

 

These activities are underpinned by regular reporting to the Risk Group, who in turn reports to the Board and key committees. 

1st Line of defence 

Management 

(manage) 

▪ Responsible for identifying, 

analysing, managing and controlling, 

monitoring and reporting risks within 

the business 
 

▪ Promote and implement a strong 

risk culture 
 

▪ Promote and implement a culture 

of managing risk exposure 
 

▪ Ongoing management of inherent 

and residual risk 

 

2nd Line of defence 

Risk and compliance 

(oversight) 

▪ Responsible for the design and 

maintenance of the RMF 
 

▪ Provide the tools and assistance to 

help the business manage risk 
 

▪ Combination of ‘watchdog’ and 

trusted adviser 
 

▪ Overarching ‘risk oversight 

unit’across all risk types 

 

3rd Line of defence 

Audit 

(assurance) 

▪ Responsible for providing objective 

assurance to the Board, ARCC 

and management regarding 

the effectiveness of the internal 

control environment 
 

▪ Independent assurance function 
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Risk management principles 
 
 
 

 

 

The RMF is designed to facilitate the process outlined in the 

International Standard ISO 31000:2009 ‘Risk Management 

Principles and Guidelines’. An overlay of the Standard with our 

RMF is provided at Appendix 1. 

To assist in focusing risk management practices, we have defined seven specific risk catagories. It is important to note that risk 

events across any of these categories have the potential to damage Company brand. 
 

Risk register reference 

& category 

Description 

 
Strategic 

Adverse strategic decisions, improper implementation of strategic decisions, a lack of responsiveness 

to industry changes or exposure to economic, market or demographic considerations that affect our 

market position. 

 
Financial 

Funds are inappropriately used, financial performance is not managed to expectations or financial results 

are inappropriately accounted for or disclosed. Risk of inadequate cash flow to meet financial obligations. 

 

Operational 
 

Inadequate or failed internal processes, people and systems, or from external events. 

 
Investment 

Failure to provide expected returns for defined objectives and risk (i.e. under-performing the stated 

objectives and/or relevant benchmark). 

 
People 

Exposure to changes in personnel, including an inability to attract and retain quality and appropriate 

people. Inadequate succession planning strategy. 

 
Legal 

Legal and commercial rights and obligations are not clearly defined or understood. Commercial interests 

not adequately protected by legal agreements. 

 
Compliance 

Violation of, non-conformance with, or inability to comply with rules, regulations, prescribed practices, 

internal policies and procedures or ethical standards. 

The risk identification and assessment process applied is set out below: 

 
 
 
 
 
 
 
 

 

 

Risk Assessment Rating Scales and Criteria: Throughout the 

risk assessment process outlined above a consistent set or rating 

scales are critiera are used in order to group and prioritise risks. 

Appendix 2 provides the scales and criteria applied in this 

process. 

 

Risks are identified through a 

variety of programs 

 

 

Treatment strategies are identified 

and implemented to reduce risk where desired 

 

 

Risks are assessed using traditional risk 

assessment methodologies 

Risks are monitored on an on-going 

basis to ensure their ratings and treatments 

remain appropriate. 

Regular risk reporting is provided to the 

Board and management. 
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Supporting frameworks 
and programs 

 

 

Two supplementary Risk Management Frameworks have 

been developed in order to define more specific activities for 

Compliance and Operational Risk Management: 

Compliance Risk Management Framework: Given the specific 

nature of compliance risk, a supplementary framework has 

been developed to help the organisation meet its regulatory 

obligations, including licensing obligations. Core elements 

of this framework which are supportive of the broader 

framework include: 

▪ Dedicated Office of the Superannuation Trustee and 

Compliance Risk Team 

▪ Anti-Money Laundering and Counter Terrorism 

Financing Program 

▪ Regulatory Change Panel 

 
▪ External Change Implementation Group. 

 
Operational Risk Management Framework: Has been 

developed given the complexity and volume of individual 

processes applied through the delivery of our services. Core 

elements include: 

▪ Business Risk Engagement Model aligned with the 

group structure 

▪ Risk Register Review Program 

 
▪ Fraud Control Program. 

 
A number of supporting Risk Assessment Programs are also 

deployed in the management of risk: 

Combined Risk Assurance and Oversight Model: Represents   

a common view of risk, driven by Internal Audit with input from 

Risk & Compliance. The common view of risk is formed through 

the following steps: 

▪ Completion of a risk scoring process developed by Internal 

Audit, which takes into account the relevance of a business 

unit in delivering Company strategic objectives, an inherent 

assessment across all risk categories as defined by the RMF, 

and results of past Internal Audit activities 

▪ An overlay of the results of the risk scoring with professional 

judgement and consultation with senior management from 

across the organisation 

▪ Input from Risk & Compliance. 

 
This model assists planning where Internal Audit and Risk & 

Compliance will focus their assurance and oversight activities. 

Key Risk Assessment (KRA) Program: A top down approach 

to risk management, designed to identify the key risks faced 

by Perpetual. The process involves workshops with senior 

management across the organisation facilitated by the Risk 

Group. In line with the organisation’s overall approach to risk 

management, key risks are identified, assessed, managed and 

reported through this program. 

Results from the KRA program are reported to the Perpetual 

Group Executive coupled with higher level reporting to the ARCC 

and the Board. The program is formally conducted on an annual 

basis, with quarterly monitoring undertaken through the use of 

Key Risk Indicators. 

Risk and Control Self Assessment (CSA) Program: In contrast 

to the KRA, CSA is a bottom up approach to risk management. 

CSA is designed to identify risks and associated key controls 

across all business units within Perpetual. CSA requires each 

business unit to develop a CSA risk register which documents 

identified risks, risk assessment ratings, key controls and tests 

designed to validate the effectiveness of controls. 

CSA is of particular importance to effective operational risk 

management as operational risks and obligations across each 

business unit are embedded into CSA risk registers, thereby 

giving comfort operational risk practices are set into the day 

to day business processes. CSA testing is carried out on a 

semi-annual basis, results of which are analysed and presented 

to the Perpetual Group Executive coupled with a higher level 

update to the ARCC. 

Validation Program: Represents a further independent 

assessment of the controls owned and implemented by 

management to mitigate risk. The Validation Program sets out to 

complement other elements of the RMF through the independent 

review of: 

▪ Documented controls captured by the Risk and Control Self 

Assessment Program 

▪ The closure of material risk issues and reported breaches 

 
▪ The organisation’s compliance arrangements and 

responsiveness to regulatory change, and 

▪ The organisation’s ability to respond to security risk events 

including business interruptions and the like. 

Business Continuity Program (BCP): Used to counter any 

interruptions to business activities and protect critical business 

processes from the effects of major failures or disasters. The 

BCP provides guidance on implementing and maintaining BCP 

procedures, including; business impact assessments, crisis 

response procedures, and recovery procedures. 
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Information Security Program: Defines a structure for 

managing Information Security (IS), its components and 

their interrelationships. It further defines security roles and 

responsibilities, and provides a central reference point for all 

IS activities and related documentation. IS objectives act to 

protect Perpetual from any adverse impact on its reputation and 

operations arising from failures of confidentiality, integrity and 

availability of information and systems. 

Issues Management: The Group Policy Reporting of  

Issues documents the process of issue reporting across the 

organisation. This policy applies to all issues, such as operational 

risk issues that may arise on a day to day basis. Issues are 

assessed and overseen by members of the Risk Group. The 

Risk Group is responsible for assessing issues in light of the 

organisation’s risk and compliance obligations. Significant 

operational risk failures are dealt with on a case by case basis, 

with a consolidated issues register reported to the Perpetual 

Group Executive and ARCC on a regular basis. 

 

Other tools supporting the risk 

management framework 

Policies and Procedures: Support the workings of the RMF as 

they communicate risk management expectations. Policies exist 

at both an organisation and Operating Division level. 

Company Wide Risk Management Application  (ARROW): 

To assist in the task of managing risk effectively Perpetual 

has invested in a company wide web based risk management 

application called ARROW. ARROW is a tool which helps 

the business manage their risk and control environment and 

forms the basis for operational risk reporting in the Risk Group. 

The system includes a variety of modules that support the 

management and delivery of: 

▪ Internal Audit Findings 

 
▪ Issues Reporting 

 
▪ Key Risk Assessment Program 

 
▪ Risk and Control Self Assessment Program 

 
▪ Regulatory Compliance Obligations. 

 
Risk Training and Communication: The Risk Group  

coordinates risk training initiatives across the organisation which 

help business understand risk management. This includes 

presentations and on line training focused on risk issues and 

policies to foster a culture conducive to risk awareness and 

responsiveness. All new employees receive targeted risk ‘on- 

boarding’ training. 

Governance structure 

The functionality of the RMF is supported by a well-established 

governance framework. Key components of which are 

outlined below: 

 
Perpetual Limited Board (the Board):  Responsible,  among 

other things, for monitoring that appropriate processes and 

controls are in place to effectively and efficiently manage risk, so 

that the strategic and business objectives of Perpetual can be 

met. The Managing Director sits on the Board. All other members 

of the Board are independent non-executive directors. 

Audit Risk & Compliance Committee  (ARCC):  Responsible 

for overseeing the RMF and the financial reporting process at 

Perpetual. The ARCC is also responsible for monitoring overall 

legal and regulatory compliance. And all members of the ARCC 

are independent non-executive directors. 

Investment Committee (IC): Responsible for ensuring 

management has in place and carries out appropriate investment 

strategies and processes for investment activities undertaken on 

behalf of the clients and the group. 

People and Remuneration Committee (PARC): Responsible for 

monitoring the group’s people and culture policies and practices. 

Other Committees and Subsidiary Boards: Subsidiary Boards 

oversee aspects of risk management relevant to their specific 

functions. This includes the Boards of regulatory licensed entities 

and committees of relevant subsidiary companies of Perpetual. 

Key management committees, with delegated responsibilities 

from the Subsidiary Boards, include the Portfolio Review, 

Compliance, Breach and Conflicts of Interest Committees. All 

committees meet regularly, have written terms of reference and 

contain appropriately qualified and experienced members. 

All Boards, including the Boards of Company subsidiary 

companies, meet regularly, are governed by Terms of Reference 

and contain appropriately qualified and experienced members. 

 
Continual improvement 

As outlined the effectiveness and output of the RMF is overseen 

on an ongoing basis through supervision of the Board and the 

ARCC. Dedicated day to day responsibility for the maintenance 

and improvement of the RMF rests with the Chief Risk Officer. 

To ensure ongoing alignment with best practice the RMF is 

independently reviewed on a periodic basis. 
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Appendix 1: Alignment to international standard 

ISO 31000:2009 is used globally as a framework for 

company-wide risk management processes, and sets out 

various requirements, common language, and appropriate risk 

management techniques and tools. The standard is independent 

of any specific industry or economic sector, but provides a 

 
 

generic framework for establishing the context, identifying, 

analysing, evaluating, treating, monitoring and communicating 

risk. The following table shows how the risk management 

framework at Perpetual aligns to ISO 31000:2009: 

 

Standard ISO 31000:2009 Company Risk Management Framework 

Is an approach adopted by a large number of government 

departments and companies globally. 

Articulates the following: 

▪ Mandate and Commitment to Risk Management 

It outlines: 

▪ Principles 

▪ Framework 

▪ Process 

▪ Risk Management Roles and Responsibilities 

▪ Risk Management Principles 

▪ Supporting Frameworks and Programs 

▪ Other Tools Supporting the Risk Management Framework 

 
▪ Governance Structure 

 
▪ Continual Improvement 

Overlay of core elements 

1. Mandate and Commitment: Effective Risk 1. Independent Risk Group formed headed up the Chief Risk Officer who 

Management requires strong and sustained reports to the Chief Executive Officer and is also accountable to the Audit, 

commitment from the board and management. Risk & Compliance Committee. 

2. Establishing Risk Management Policy: 2. Perpetual has documented its Risk Management Framework and has 

The Risk Management Policy should clearly sets its expectations through its Risk Appetite Statement and Risk 

state the organisations expectations in respect Culture Program. 
of risk management.  

 3. Independent Risk Group formed to oversee Risk Management 

3. Accountability: The organisation should ensure there Framework. Risk and Controls are assigned to senior management 

is accountability, authority and appropriate competence across the organisation. 
for managing risk.  

 4. Company Risk Management Framework is comprised of programs 

4. Implementing Risk Management: The organisation’s and tools that facilitate this process such as an Internal Audit function, 

framework should define the processes and tools for the Key Risk Assessment Program and the Risk and Control Self 

identifying, assessing, monitoring and reporting on Assessment Program. The framework is further is is further supported 

risk management. through dedicated personnel who support the business unit with their 

 day to day risk issues. 
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Appendix 2: Risk assessment scales and ratings key risk assessment program (top down) 
 

Likelihood Assessment Consequence Assessment 

Description Qualitative criteria Description Qualitative criteria KRA Quantitative 

Rare Rare: May occur only in exceptional 

circumstances; or may occur once 

every 10 years or greater. 

Insignificant Impact on objectives expected to be negligible. Poor 

customer experience resulting in negligible impacts 

<$50K 

Unlikely Unlikely: Not generally expected, but 

could occur at some time; or may 

occur once every 5 - 10 years. 

Minor Limited impact (minor) that can be contained/ 

remedied. Poor customer experience resulting 

in minor impacts 

<$50K – $500K 

Possible Possible: Might occur, but on 

balance more likely to occur at 

some time; or may occur once 

every 5 years. 

Moderate Some objectives are affected. Could cause 

reasonable damage in the short to medium  

term. Adverse media scrutiny and poor customer 

experience resulting in some impacts 

$500K – $5M 

Likely Likely: Will probably occur in most 

circumstances, at some time; or 

may occur once every two years. 

Significant Some important objectives may not be met. Potential 

to cause substantial damage in the short to medium 

term. Adverse media scrutiny and poor customer 

experience. A resulting in significant impacts 

$5M – $20M 

Almost 

certain 

Almost Certain: Is expected to occur 

in most circumstances; or may 

occur once a year or more. 

Severe Many major objectives not met. Significant 

threat to the business. Prolonged adverse media 

scrutiny and poor customer experience resulting in 

significant impacts 

>$20M 

 
 
 
 
 

Risk and control self assessment program (bottom / up) 
 

Likelihood Assessment Consequence Assessment 

Description Qualitative criteria Description Qualitative criteria KRA Quantitative 

Rare Rare: May occur only in exceptional 

circumstances; or may occur once every 

10 years or greater. 

Insignificant Impact on objectives is expected to be 

negligible. 

<$10K 

Unlikely Unlikely: Not generally expected, but could 

occur at some time; or may occur once 

every 5 years. 

Minor Limited impact (minor) that can be 

contained/remedied. 

$10K – $50K 

Possible Possible: Might occur, but on balance more 

likely to occur at some time; or may occur 

once a year. 

Moderate Some objectives are affected. Could 

cause reasonable damage in the short to 

medium term. 

$50K – $200K 

Likely Likely: Will probably occur in most 

circumstances, at some time; or may occur 

once a quarter. 

Significant Some important objectives may not be met. 

Potential to cause substantial damage in the 

short to medium term. 

$200K – $1M 

Almost 

certain 

Almost certain: Is expected to occur in most 

circumstances, or may occur once av month 

or more. 

Severe Many major objectives not met. Significant 

threat to the business. 

>$1M 
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Risk assessment heat map – likelihood and consequence 

 
 

Insignificant Minor Moderate Significant Severe 

Almost Certain Medium High High Very High Very High 

Likely Medium Medium High High Very High 

Possible Low Medium Medium High Very High 

Unlikely Low Low Medium High High 

Rare Low Low Medium Medium High 

 
 

Risk assessment criteria 
 

Risk 

category 

 
Risk description 

 
Risk treatment description 

 

 
Very High 

Threatens and/or stops strategic goals 

and objectives. 

Potential significant financial, operational, 

regulatory or brand impact. 

Risk is of enough significance that an immediate review by 

management of additional or alternative risk treatments/ controls 

is required. Management is then to determine if the risk can be 

accepted, transferred, avoided or if an immediate strengthening 

of risk treatments or controls is required. 

 
 
 

High 

More than likely to threaten the objectives of a 

business function to some degree, and more than 

likely to partially affect achievement of strategic 

goals or objectives. 

Potential high financial, operational, regulatory 

or brand impact. 

Risk is of enough significance that a review by management of 

additional or alternative current risk treatments/ controls is required. 

Management is then to determine if the risk can be accepted, 

transferred, avoided or if strengthening of risk treatments or controls 

is required in the near term. 

 
 
 

Medium 

Likely to threaten the objectives of a business 

function to some degree, but unlikely to 

seriously affect achievement of strategic 

goals or objectives. 

Potential moderate financial operational, 

regulatory or brand impact. 

Risk is moderate, however regular review by management of current 

risk treatments/ controls is required. Following regular review 

Management is to consider if the risk can be accepted, transferred, 

avoided or if strengthening of risk treatments or controls is required. 

 
 

Low 

Does not materially affect strategic or 

operational objectives. 

Risk is low, however management must still monitor the current 

risk treatments and controls that are in place so as ensure that 

the acceptance, transference, avoidance and/or risk treatments 

or controls in place remain appropriate. 

 



9  Risk Management Framework  

 
 


